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(57) ABSTRACT

A security channel interface providing device is provided.
The device includes a sensor unit that comprises at least two
sensors configured to sense a motion of a user, and a control
unit that determines whether or not at least two sensing values
sensed by the sensors satisfy a security channel interface
activation condition, and activates or inactivates a security
channel interface according to a result of the determination.
When the security channel interface is activated, the control
unit provides a security channel to the user.
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1
DEVICE AND METHOD FOR PROVIDING
SECURITY CHANNEL INTERFACE

This application claims the benefit of Korean Patent Appli-
cation No. 10-2012-0130415 filed on Nov. 16, 2012 and
Korean Patent Application No. 10-2012-0144753 filed on
Dec. 12, 2012, the entire disclosures of which are incorpo-
rated herein by reference.

FIELD OF THE INVENTION

The present disclosure relates to a device and a method for
providing a security channel interface to enter a password to
a mobile device.

BACKGROUND OF THE INVENTION

In recent years, as smart devices such as smartphones,
tablet computers, and computers and tasks requiring security
features such as mobile banking and Internet banking by
using such smart devices have become widely used, users are
increasingly required to confirm or input their passwords
when they are in a public space. Personal information such as
the user’s password can be easily exposed to other people or
cameras because they are displayed on the front surface of the
smart device without being protected by any physically
implemented blocking screen or the like. Hence, many tech-
niques concerning security in inputting a password have been
proposed, yet there still isn’t a technology satisfying both
security and convenience in inputting and confirming a pass-
word.

Therefore, development of a physical security channel that
enables a user to securely confirm or input a password is still
demanded.

FIG. 1 is a diagram illustrating a configuration of a general
channel and a security channel according to prior art.

In accordance with an embodiment of the prior art smart
device, a security channel is a channel separate from a general
channel. The general channel is activated in a normal state,
and when a user calls the security channel, the security chan-
nel is activated and a password is displayed on the whole
screen of the smart device.

By way of example, although a physical one-time pass-
word (OTP) device needs to output a password only to its user
to be visually checked, the password is always exposed on a
screen. Likewise, while a user checks a password or confi-
dential information through a screen of a smart device, the
password or confidential information is displayed on the
whole screen. As such, in the case of using a separate security
channel to display a password, the password is always
exposed or has a wide exposure range on the screen, and, thus,
it can be easily leaked to attackers (others than the user,
cameras, and the like) near the user.

Therefore, to solve such a problem, there is a need for a
security channel interface that enables a user to take natural
physical actions and provides the security channel which is
not exposed to external media other than the user.

In this regard, Korean Patent Laid-open Publication No.
2008-0073121 (entitled “Finance automating device and dis-
play method for preventing its secret number from being
leaked”) suggests a finance automating device, and a secret
number input device and method for activating a secret num-
ber input menu window by touch recognition of a user
through a screen display unit and setting a size, a position, and
a transparency degree of a secret number input window as
desired by the user during an active state.
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2
BRIEF SUMMARY OF THE INVENTION

In view of the foregoing, some illustrative embodiments of
the present disclosure provide a device and a method for
providing a security channel interface that, by using two or
more sensors, induced a user to take a natural physical action
and activates a security channel which can be seen by only the
user.

In accordance with a first aspect of the illustrative embodi-
ments, a security channel interface providing device is pro-
vided. The device includes a sensor unit that comprises at
least two sensors configured to sense a motion of a user, and
a control unit that determines whether or not at least two
sensing values sensed by the sensors satisfy a security chan-
nel interface activation condition, and activates or inactivates
a security channel interface according to a result of the deter-
mination. When the security channel interface is activated,
the control unit provides a security channel to the user.

Further, in accordance with a second aspect of the illustra-
tive embodiments, a security channel interface providing
method using a security channel interface providing device is
provided. The method includes steps such as, from at least
two sensors provided in a security channel interface, receiv-
ing sensing values of a motion of a user generated when a
guide for inducing a motion of the user is provided, determin-
ing whether or not the at least two sensing values sensed by
the sensors satisfy a security channel interface activation
condition, activating or inactivating the security channel
interface according to a result of the determination, and pro-
viding a security channel to the user when the security chan-
nel interface is activated.

In accordance with any one of the illustrative embodi-
ments, a user’s physical action is detected and a security
channel is activated. Based on a degree of the user’s physical
action, a security degree can be adjusted heuristically. That is,
while a password or other personal information such as a
one-time password (OTP) which should be exposed only to
the user is being confirmed or entered, a security channel
which is not exposed to others can be activated.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments will be
described in conjunction with the accompanying drawings.
Understanding that these drawings depict only several
embodiments in accordance with the disclosure and are,
therefore, not to be intended to limit its scope, the disclosure
will be described with specificity and detail through use of the
accompanying drawings, in which:

FIG. 1is a diagram illustrating a configuration of a general
channel and a security channel according to prior art;

FIG. 2 is a diagram illustrating a configuration of a general
channel and a security channel in accordance with an illus-
trative embodiment of the present inventive concept;

FIG. 3 is a block diagram illustrating a configuration of a
physical security channel interface providing device using
two or more sensors in accordance with an illustrative
embodiment of the present inventive concept;

FIG. 4 illustrates a security channel interface device com-
prising a first sensor and a second sensor in accordance with
an illustrative embodiment of the present inventive concept;

FIG. 5 shows an example for explaining a process for
activating a security channel interface by recognition of a first
sensor and a second sensor in accordance with an illustrative
embodiment of the present inventive concept;
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FIG. 6 illustrates a user’s view and an attacker’s view of a
security channel in accordance with an illustrative embodi-
ment of the present inventive concept;

FIG. 7 shows an example for explaining a process for
activating a security channel interface by recognition of a first
sensor and a second sensor in accordance with another illus-
trative embodiment;

FIG. 8 illustrates a security channel interface and a pass-
word input interface in accordance with still another illustra-
tive embodiment;

FIG. 9 shows an example of a configuration of a security
channel interface combined with a password input interface
in accordance with still another illustrative embodiment;

FIG. 10 is a flow chart for explaining a method for provid-
ing a security channel interface by a security channel inter-
face providing device in accordance with an illustrative
embodiment of the present inventive concept;

FIG. 11 is a flow chart for explaining a flow of a password
input method using a security channel interface providing
device when a security channel interface is activated in accor-
dance with an illustrative embodiment of the present inven-
tive concept; and

FIGS. 12 to 19 show examples of a security channel inter-
face provided by a security channel interface providing
device in accordance with an illustrative embodiment of the
present inventive concept.

DETAILED DESCRIPTION OF THE INVENTION

Hereinafter, illustrative embodiments of the present disclo-
sure will be described in detail with reference to the accom-
panying drawings so that the present disclosure may be
readily implemented by those skilled in the art. However, it is
to be noted that the present disclosure is not limited to the
illustrative embodiments but can be embodied in various
other ways. In drawings, parts irrelevant to the description are
omitted for the simplicity of explanation, and like reference
numerals denote like parts through the whole document.

Through the whole document, the term “connected to” or
“coupled to” that is used to designate a connection or cou-
pling of one element to another element includes both a case
that an element is “directly connected or coupled to” another
element and a case that an element is “electronically con-
nected or coupled to” another element via still another ele-
ment. Further, the term “comprises or includes” and/or “com-
prising or including” used in the document means that one or
more other components, steps, operation and/or existence or
addition of elements are not excluded in addition to the
described components, steps, operation and/or elements
unless context dictates otherwise.

Prior to illustrative embodiments of the present disclosure,
a configuration of a security channel and a general channel
will be explained.

FIG. 2 is a diagram illustrating a configuration of a general
channel and a security channel in accordance with an illus-
trative embodiment of the present inventive concept.

As depicted in FI1G. 2, a security channel is included as part
of a general channel, which is different from prior art as
shown in FIG. 1. The security channel is inactivated in a
normal state, and when a security channel interface is acti-
vated, the security channel is exposed at a specific area com-
bined with the general channel. The general channel is an
open channel positioned at a front surface of a screen of a
device. Since the screen of the device is easily exposed to
attackers, it lacks security but has merits of immediacy and
convenience and thus offers a high usability to the user.
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As depicted in FIG. 2, the security channel of a security
channel interface providing device in accordance with an
illustrative embodiment of the present disclosure is exposed
at a specific area combined with the general channel, but with
a configuration that enables a user to take a physical action to
form a blocking screen, the security channel can be activated
securely.

Hereinafter, the illustrative embodiments of the present
disclosure will be explained in detail with reference to the
accompanying drawings.

FIG. 3 is a block diagram illustrating a configuration of a
physical security channel interface providing device using
two or more sensors in accordance with an illustrative
embodiment of the present inventive concept.

A mobile communication device (for example, a smart
phone) will be explained as a security channel interface pro-
viding device 200 in accordance with the illustrative embodi-
ment.

FIG. 3 illustrates components for proving a security chan-
nel interface using two or more sensors in accordance with an
illustrative embodiment of the present inventive concept.
However, other processing units (not illustrated) may be fur-
ther included therein depending on the device type.

Further, the security channel interface providing device
200 in accordance with the illustrative embodiment is not
limited to the mobile communication device but may include
various kinds of devices and may comprise different process-
ing units depending on the type and the purposes of the
device. By way of example, if the security channel interface
providing device 200 is an ATM used in a bank, various
processing units such as a communication module that is
connected to a bank computing system, a computing unit that
performs a banking service for each banking account, and a
user interface module that enables a user to use a banking
service by inputting information or outputting a result of the
banking service.

As depicted in FIG. 3, the security channel interface pro-
viding device 200 in accordance with the illustrative embodi-
ment may include a guide providing unit 210, a display unit
220, a sensor unit 230, and a control unit 240.

In order for the security channel interface providing device
200 to receive a sensing value detected in response to a
motion of a user, the guide providing unit 210 provides a
guide. That is, the guide providing unit 210 provides a guide
for inducing and guiding the user to enter a sensing value that
meets certain conditions. The guide is output onto the display
unit 220 by the control unit 240.

Herein, the guide may vary depending on a configuration
of the sensor, and an example of proving the guide will be
explained below with reference to FIG. 4.

The sensor unit 230 receives the sensing value recognized
in response to a motion of the user. The sensor unit 230 is
comprised of at least two sensors. A first sensor 231, a second
sensor 232, and an nth sensor may be configured using a
sensor such as a touch sensor, a direction sensor, a proximity
sensor, a gravity sensor, and the like depending on the
device’s type or application.

A configuration example of the sensor unit 230 comprising
the first sensor 231 and the second sensor 232 in the security
channel interface providing device 200 will be explained
below with reference to FIGS. 5 and 7.

The security channel interface providing device 200 out-
puts, on the display unit 220, the guide provided by the guide
providing unit 210. If the guide output on the display 220 is a
straightforward enough for the user to utilize a touch sensor
by touching the display unit 220, the user may touch the
display unit 220 to input a sensing value.
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Further, the display unit 220 displays a security channel
interface when the security channel interface is activated. at
least one of identifiers (temporary confidential information
used for a password) such as a password, a password input
interface, numbers, letters, colors, shapes, and the like may be
output on the display unit 220.

An example where a guide is provided on the display unit
220 and a sensing value is input by touching the display unit
220 in the security channel interface providing device 200
will be explained below with reference to FIG. 5. Further, an
example where the security channel interface activated in the
security channel interface providing device 200 is displayed
as a password on the display unit 220 will be explained below
with reference to FIG. 5, and an example where a shape
identifier is displayed will be explained below with reference
to FIG. 7. Furthermore, an example where the security chan-
nel interface activated in the security channel interface pro-
viding device 200 is displayed on the display unit 220 by
using a color identifier will be explained below with reference
to FIG. 8, and an example where a password input interface
combined with a security channel interface is displayed will
be explained below with reference to FI1G. 9.

The control unit 240 determines whether or not to activate
the security channel interface based on a sensing value
received by the sensor unit 230. That is, the control unit 240
can activate the security channel interface when a sensing
value received by the first sensor 231 and a sensing value
received by the second sensor 232 satisfy a preset condition.
Meanwhile, the control unit 240 can inactivate the security
channel interface when the sensing values do not satisfy the
preset condition.

Further, the control unit 240 determines whether or not the
sensing values are maintained after the security channel inter-
face is activated. If at least one of sensing values of the first
sensor 231, the second sensor 232, and the nth sensor cannot
be maintained after the security channel interface is activated,
the control unit 240 can inactivate the security channel inter-
face.

FIG. 4 illustrates a security channel interface device com-
prising a first sensor and a second sensor in accordance with
an illustrative embodiment of the present inventive concept.

The security channel interface providing device 200 com-
prises the first sensor 231 and the second sensor 232, and a
guide 310 provided by the guide providing unit 210 is dis-
played on the display unit 220. A user’s motion made along
the guide 310 can berecognized by the first sensor 231 and the
second sensor 232.

By way of example, as depicted in FIG. 4, the guide 310
may have a circular shape positioned at an upper end of the
security channel interface providing device 200. Herein, the
guide 310 may be a circular guide 310 having a preset diam-
eter and guides the user to bring the edge of the user’s hand
into contact with the display unit 220 along the circular guide
310. The guide 310 may have a circular shape in order for the
first sensor 231 sensing a touch to induce the user’s motion,
and the guide 310 is positioned at the upper end of the security
channel interface providing device 200 where a proximity
sensor may be positioned in order for the second sensor 232
sensing proximity to recognize a sensing value.

FIG. 5 shows an example for explaining a process for
activating a security channel interface by recognition of a first
sensor and a second sensor in accordance with an illustrative
embodiment of the present inventive concept.

As depicted in FIG. 5A, the circular guide 310 in accor-
dance with an illustrative embodiment of the present inven-
tive concept may be output on the display unit 220, and the
user may check out the guide 310 on the display unit 220 and
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prepare for an input. The security channel interface providing
device 200 may comprise the first sensor 231 that recognizes
a touch to the circular guide 310 and the second sensor 232
that recognizes proximity to an upper end of the circular guide
310. Then, as depicted in FIG. 5B, when the edge of the user’s
hand is in contact with the guide 310 on the display unit 220
along the guide 310, the first sensor 231 and the second sensor
232 recognize the user’s motion. If sensing values generated
at that time satisfy touch recognition conditions of the first
sensor 231 and proximity recognition conditions of the sec-
ond sensor 232, as depicted in FIG. 5C, a security channel
interface 320 is activated and displayed on the display unit
220. The user can check a security channel through the acti-
vated security channel interface 320 and can reset the security
channel interface 320 to an inactive state by disabling recog-
nition of at least one of the first sensor 231 and the second
sensor 232. Further, after inactivating the security channel,
the user can input a password through a password input inter-
face securely. When the input password is matched with a
password of the security channel, security feature can be
reset.

Meanwhile, the security channel shown in FIG. 5C is an
example of a one-time password (OTP). The one-time pass-
word (OTP) is not a fixed password but a user authentication
mechanism using an one-time password generated randomly.

FIG. 6 illustrates a user’s view and an attacker’s view of a
security channel in accordance with an illustrative embodi-
ment of the present inventive concept.

As depicted in FIG. 6 A, while the security channel inter-
face 320 is activated, the user’s hand forms a blocking screen
and a security channel can be checked only by the user from
a user-oriented view. the physical range and the maintenance
degree covering the security channel may be adjusted
depending on the user’s body structure and motion type. By
way of example, if the user wants to strengthen security, the
user may cup the hand narrowly while letting the sensors
sense so as to make the view only available to the user.
However, if the security channel interface 320 is activated
while physical security is weakened and the user’s hand does
not provide a suitable blocking screen, the physical security
maintenance degree may be lowered. Since a security main-
tenance degree can be appropriately adjusted depending on
the user’s intent and body structure as such, it is possible to
offer a heuristic usability. Meanwhile, as depicted in FIG. 6B,
from a view of an attacker (other people than the user, cam-
eras, and the like), the security channel interface 320 is cov-
ered with the user’s hand and thus cannot be seen.

FIG. 7 shows an example for explaining a process for
activating a security channel interface by recognition of a first
sensor and a second sensor in accordance with another illus-
trative embodiment.

As depicted in FIG. 7A, the security channel interface
providing device 200 in accordance with another illustrative
embodiment may comprise the first sensor 231 that recog-
nizes a touch and the second sensor 232 that senses a direc-
tion. The second sensor 232 that senses a direction may be
configured using a direction sensor, an acceleration sensor, a
gyro sensor, a gravity sensor, and the like. If the security
channel interface providing device 200 is tilted while the user
letting the first sensor 231 sense, as depicted in FIG. 7B, the
security channel interface 320 is output on the display unit
220. both the touch recognition conditions of the first sensor
231 and the tilting degree conditions of the second sensor 232
are met, as depicted in FIG. 7B, the security channel interface
320 is activated and displayed on the display unit 220. The
user can confirm a security channel through the activated
security channel interface 320 securely and can reset the
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security channel interface 320 to an inactive state by disabling
recognition of at least one of the first sensor 231 and the
second sensor 232. Further, after activating the security chan-
nel, the user can input a password through a password input
interface securely. When the input password is matched with
the password of the security channel, security feature may be
reset. Furthermore, as depicted in FIG. 7C, since the security
channel interface providing device 200 is tilted, the attacker
can see only a side surface and a rear surface of the security
channel interface providing device 200 but cannot see the
security channel interface 320 itself. Depending on a degree
of tilting of the security channel interface providing device
200, a physical security maintenance degree can be adjusted.
The user can tilt the security channel interface providing
device 200 taking an attacker’s point of view into account so
as to make the attacker only see the rear surface of the security
channel interface providing device 200, and adjust the physi-
cal security maintenance degree.

Meanwhile, the security channel shown in FIG. 7B is an
example displayed as a shape. In addition to the shape, the
security channel may display temporary confidential infor-
mation ancillary to a password using an identifier, for
example, numbers, letters, colors, and the like.

FIG. 8 illustrates a security channel interface and a pass-
word input interface in accordance with still another illustra-
tive embodiment.

As depicted in FIG. 8A, a security channel and a general
channel are separately and respectively positioned at an upper
end and a lower end of the display unit 220. On the security
channel at the upper end, the guide 310 is shown, and on the
general channel at the lower end, a password input interface
330 is shown. If security channel interface activation condi-
tions are satisfied as guided by the guide 310, the security
channel interface 320 is activated. Then, as depicted in FIG.
8B, the activated security channel interface 320 and the pass-
word input interface 330 are output together on the display
220, and, thus, it is possible for the user to confirm and input
a password at the same time. The activated security channel
interface 320 can be displayed in any color. As depicted in
FIG. 8C, the security channel may be formed using certain
colors and temporarily displayed on the password input inter-
face 330 to inform the user of the confidential information. By
way of example, if the security channel uses a red color, one
of the numeric buttons of the password input interface 330 is
displayed in red, and the user inputs a password by touching
the red button. If the password provided to the user through
the activated security channel interface 320 is matched with
the password input by the user through the password input
interface 330, the security feature may be reset.

Further, if at least one of sensing values recognized by the
first sensor 231 and the second sensor 232 after the security
channel interface 320 is activated cannot be maintained, the
security channel interface 320 can be reset to an inactive state.

FIG. 9 shows an example of a configuration of a security
channel interface combined with a password input interface
in accordance with still another illustrative embodiment.

As depicted in FIG. 9A, on a front surface of the display
unit 220, an interface 321 as a combination of a security
channel interface and a password input interface is shown in
an inactive state. as depicted in FIG. 9B, the security channel
interface providing device 200 is inclined along with a touch
motion and the security channel interface activation condi-
tions are satisfied, the interface 321 as a combination of the
security channel interface and the password input interface is
activated and displayed on the display unit 220. After check-
ing numbers of the security channel interface, the user may
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reset the security channel interface to an inactive state and
may input a password through the password input interface of
a general channel.

FIG. 10 is a flow chart for explaining a method for provid-
ing a security channel interface by a security channel inter-
face providing device in accordance with an illustrative
embodiment of the present inventive concept.

In step S110, there is provided a sensor recognition guide
that guides a user to make a sensor recognize a certain input.
That is, in order for the user to take a specific action for
making the sensor recognize a certain input, guiding words or
a picture may be provided.

In step S120, recognized sensing values are detected. That
is, the sensing values input by the user through the action
taken along the guide in step S110 are detected.

In step S130, it is determined whether or not the sensing
values detected satisfy preset security channel interface acti-
vation conditions.

As aresult of the determination, in step S140, if at leasttwo
sensing values satisfy the security channel interface activa-
tion conditions, a security channel interface is activated.

Meanwhile, as a result of the determination, in step S150,
if at least two sensing values do not satisfy the security chan-
nel interface activation conditions, a security channel inter-
face is maintained in an inactive state (S150) and a sensor
recognition guide is still being provided (S110).

FIG. 11 is a flow chart for explaining a flow of a password
input method by using a security channel interface providing
device when a security channel interface is activated in accor-
dance with an illustrative embodiment of the present inven-
tive concept.

At the input position of the password, a suggested identi-
fier, i.e. a suggested password value is displayed (S100).

The password may be an OTP as described above, and
when a security channel interface is activated, a security
channel interface that receives the password input is dis-
played on the screen.

As can be seen from the illustrative embodiments as shown
in the following drawings, the security channel interface pro-
vides a slot S that displays at least one identifier constituting
the password, a wheel W which can be manipulated by the
user to change the identifier, and error removal buttons B (Ex:
B1, B2, B3, and B4), the number of which is the same with the
number of digits of the password, that lets the user move to the
corresponding position of the password.

The security channel interface may be used in various
authentication methods to securely deliver confidential infor-
mation such as numbers, colors, letters, shapes, and the like.
Further, specific motion conditions for activating the security
channel interface can be set in various ways depending on the
device or the interface application such as a motion sensor,
and a position of a confidential information delivery interface
may vary depending on the configurations of the device.

By way of example, as described in the following illustra-
tive embodiments, a password may be comprised of four
digits, which means for the identifiers constituting the pass-
word, i.e. password values, four numbers are being used.
Therefore, a certain number for each digit is displayed as a
suggested identifier at the slot S. However, it can be easily
understood by those skilled in the art that the suggested iden-
tifiers are not limited to numbers. By way of example, if a
password is comprised of alphabetic letters, an alphabet may
be displayed as a suggested identifier.

The suggested identifier may be selected randomly, but the
present disclosure may not be limited thereto. By way of
example, a randomly chosen number may be displayed for the
first digit but the same number used for the first digit may be
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displayed for the second digit in accordance with an illustra-
tive embodiment of the present inventive concept.

The user can select the password value of the slot S by
manipulating the security channel interface (S400). By way
of example, if the user moves the wheel W in a clockwise
direction or a counterclockwise direction, or in an upward
direction or a downward direction, the displayed value can be
increased or decreased.

If the user determines that the selected identifier value is
matched with the value at the corresponding digit (S500), the
user moves to another digit and repeats the above steps S100
to S600 until all digits of the password are processed (S700).
Asdescribed in the illustrative embodiment shown in F1IG. 13,
the security channel interface providing device 200 may use a
sign such as an asterisk (*) to show the user which digits of the
password are completely entered, i.e. determined as correct.

If the user determines that all digits of the password are
matched, i.e. if the user inputs all digits of the password
(8700), a password authentication function is called (S900),
the security channel interface providing device 200 deter-
mines whether or not the password values input by the user
are matched with the actual password values.

If the user selects one of the error removal buttons (S200),
the user can move to the corresponding digit (S300). In prior
art password input methods, in order to correct a wrongly
input digit of the password, the rest digits after the wrongly
input digit have to be erased, which provides an opportunity
for an attacker to observe the process of inputting the pass-
word one more time. However, in accordance with the illus-
trative embodiments of the present inventive concept, when a
digit of the password is wrongly input, only the digit has to be
input again. Thus, convenience and security in inputting a
password is improved according to one aspect of the present
disclosure.

FIGS. 12 to 19 show examples of a security channel inter-
face provided by a security channel interface providing
device in accordance with an illustrative embodiment of the
present inventive concept.

In these illustrative embodiments, there are illustrated
authentication methods in which by increasing or decreasing
anumber shown by the security channel interface, a password
is input. Hereinafter, it is to be noted that a hand motion
covering the security channel interface is omitted from the
drawings.

As described above, password values provided by the secu-
rity channel interface are not limited to numbers. By way of
example, colors or letters may be used instead of numbers.

Further, the manipulation sensitivity for increasing or
decreasing a password value may be changed by the user to be
lower or higher than a preset value, and the speed of increas-
ing or decreasing the value can also become lower or higher
by a touch motion (scrolling speed).

As depicted, the security channel interface providing
device 200 in accordance with an illustrative embodiment of
the present inventive concept may provide interfaces various
in shape and type. By way of example, as depicted in FIG. 12,
the wheel W and the slot S may be provided in circular shapes.
Or, as depicted in FIG. 16, the wheel W and the slot S may be
provided in square shapes.

Further, the interface motion can be configured in various
ways. By way of example, the slot S may show one password
value or two or more password values. The password value(s)
may be increased or decreased on the spot, or may increase or
decrease while moving from another position to its position.

Furthermore, the direction of the wheel for increasing or
decreasing a password value can be configured in various
ways. By way of example, a clockwise direction may be the
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direction for increasing a password value or a counterclock-
wise direction may be the direction for increasing a password
value. Or, an upward direction may be the direction for
increasing a password value or a downward direction may be
the direction for increasing a password value.

With various combinations thereof, the security channel
interface providing device 200 in accordance with an illus-
trative embodiment of the present inventive concept can pro-
vide various embodiments as described below.

In addition thereto, as described above with reference to
FIG. 11, error removal buttons Bl to B4 may be further
provided. When a password value is wrongly input, the user
can correct only the wrongly entered password value itself,
resulting in an improvement in convenience and security.

There have been explained common parts of the illustrative
embodiments. Hereinafter, characteristic parts of the respec-
tive illustrative embodiments will be explained. Hereinafter,
explanation of the common parts may be omitted.

FIG. 12 shows an example where a basic interface is pro-
vided in a circular shape. In particular, the wheel W has a dial
pad configuration. The slot S displays a single password value
and now shows number 4.

The displayed number 4 may be a suggested identifier as
explained above with reference to FIG. 11. That is, if the
security channel interface provides a number “4” as a pass-
word value, the number “4”” may be increased or decreased to
input a password.

As described above, in the illustrated embodiment, by
manipulating the dial pad W in a clockwise direction or a
counterclockwise direction, a number in the security channel
interface can be increased or decreased. The first diagram of
FIG. 12 shows an example where a password value is
increased or decreased on the spot, and the second diagram of
FIG. 12 shows an example where a password value increases
or decreases while moving from another position to its posi-
tion.

Using such a circular interface, the user can check more
visually the process of increasing or decreasing the number in
security channel interface based on the angle and amount of
the rotation of the dial pad W.

FIG. 13 shows another configuration example of a circular
interface and shows a security channel interface that explic-
itly shows the digit of the password being input. The first
diagram of FIG. 13 shows that the second digit of the pass-
word is being input, and the second diagram of FIG. 13 shows
that the third digit of the password is being input.

The manipulation of increasing or decreasing a number in
FIG. 12 and FIG. 13 can be carried out using a dial pad W or
a manipulation pad W.

FIG. 14 shows an example where a single password value
shown by a security channel interface is being increased or
decreased to input the password. In the security channel inter-
face of this example, a single number of the password to be
currently input is shown, and the user increases or decreases
this number to be matched with the password value in order to
input each digit of the password.

FIG. 14 shows that the first number “1” of the password
“1234” is being input.

The first diagram of FIG. 14 shows an initial screen, and the
second diagram of FIG. 14 shows a screen where the security
channel interface is activated. A random number “4” is dis-
played as a suggested identifier.

The third diagram of FIG. 14 shows that the number “4” is
being decreased by using a manipulation pad, i.e. wheel W, at
the lower end of the screen. By way of example, if the user
drags the wheel W in a downward direction, the number may
be decreased, and if the user drags the wheel W in an upward
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direction, the number may be increased, or vice versa. Or, if
the user drags the wheel in a clockwise direction or a coun-
terclockwise direction, to the right or the left, the number may
be increased or decreased.

The fourth diagram of FIG. 14 shows that when a number
displayed on the slot S is matched with “1” of the first digit of
the password, the touch motion is cleared and the password
value “1” is being input. Through the above-described pro-
cess, one digit of the password is input, and then the next digit
of the password is input.

The value provided to input the first number of the pass-
word is randomly selected. Numbers provided to input the
other numbers of the password except the first number (num-
bers from the second digit) may be randomly selected or may
be the same number input just before. In the latter case, for
example, if the first number of the password is “1”, an initial
number in a password value delivery interface for inputting
the second number of the password is “1”.

FIG. 15 shows a method in which a password value in a
password input interface increases or decreases while moving
in a specific direction instead of increasing or decreasing on
the spot. Using such a method, the user can check the increas-
ing or decreasing the number more visually, and, thus, it is
possible to input a password with more accuracy. FIG. 15
shows that the number is moved from side to side, but the
number may be moved up and down.

FIG. 16 shows a configuration example of an interface that
displays all of four digits on the security channel interface.
Password values for each digit are shown separately by the
partitioned slot S, and additionally, numbers before and after
the each password value are displayed. In the illustrative
embodiment with reference to FIG. 16, if the manipulation
pad W is dragged up and down, the password value may be
increased or decreased. In this way, the user can see the
process of inputting the four digits of the password at a
glance. When a password value is input, its corresponding
digit is displayed as “*”to show the next digit of the password
to be input.

FIGS. 17 and 18 show various illustrative embodiments of
the slot of FIG. 16.

Numbers before and after the password value displayed at
the slot may be displayed along with separate cells as depicted
in FIG. 17, or may be shown without illustration of the sepa-
rate cells as depicted in FIG. 18, or both the numbers before
and after the password value and the separate cells may be
omitted as depicted in FIG. 19.

Further, the password value displayed at the slot may
increase or decrease on the spot as depicted in FIG. 17 or
while moving as depicted in FIG. 18 and FIG. 19.

The embodiment of the present disclosure can be embod-
ied in a storage medium including instruction codes execut-
able by a computer such as a program module executed by the
computer. Besides, the data structure in accordance with the
embodiment of the present disclosure can be stored in the
storage medium executable by the computer. A computer
readable medium can be any usable medium which can be
accessed by the computer and includes all volatile/non-vola-
tile and removable/non-removable media. Further, the com-
puter readable medium may include all computer storage and
communication media. The computer storage medium
includes all volatile/non-volatile and removable/non-remov-
able media embodied by a certain scope of the present dis-
closure is defined by the following claims rather than by the
detailed description of the embodiment. It shall be understood
that all modifications and embodiments conceived from the
meaning and scope of the claims and their equivalents are
included in the scope of the present disclosure method or
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technology for storing information such as computer readable
instruction code, a data structure, a program module or other
data. The communication medium typically includes the
computer readable instruction code, the data structure, the
program module, or other data of a modulated data signal
such as a carrier wave, or other transmission mechanism, and
includes a certain information transmission medium.

The above description of the present disclosure is provided
for the purpose of illustration, and it would be understood by
those skilled in the art that various changes and modifications
may be made without changing technical conception and
essential features of the present disclosure. Thus, it is clear
that the above-described embodiments are illustrative in all
aspects and do not limit the present disclosure. For example,
each component described to be of a single type can be
implemented in a distributed manner. Likewise, components
described to be distributed can be implemented in a combined
manner.

The scope of the present disclosure is defined by the fol-
lowing claims rather than by the detailed description of the
embodiment. It shall be understood that all modifications and
embodiments conceived from the meaning and scope of the
claims and their equivalents are included in the scope of the
present disclosure.

What is claimed is:
1. A security channel interface providing device compris-
ing:
a sensor unit that comprises at least two sensors configured
to sense a motion of a user; and
a control unit that determines whether or not at least two
sensing values sensed by the sensors satisfy a security
channel interface activation condition, and activates or
inactivates a security channel interface according to a
result of the determination;
a guide providing unit that provides a guide for inducing a
motion of the user; and
a display unit that displays the guide provided by the guide
providing unit and the security channel interface,
wherein when the security channel interface is activated,
the control unit provides a security channel to the user,
and
the guide providing unit displays the guide to guide the user
to bring the edge ofthe user’s hand into contact with the
display unit along the guide.
2. The security channel interface providing device of claim
1, further comprising:
a first sensor that detects whether an input means of the user
touches the display unit; and
a second sensor that detects whether the input means of the
user comes in a preset distance from an area where the
guide is provided,
wherein the control unit activates the security channel
interface when the user touches the display unit and the
input means of the user is in proximity to the preset
distance from the area provided by the guide providing
unit.
3. The security channel interface providing device of claim
25
wherein the guide providing unit displays a circular guide
having a preset diameter.
4. The security channel interface providing device of claim
1, further comprising:
a first sensor that detects whether an input means of the user
touches the display unit; and
a second sensor that detects whether the user tilts the secu-
rity channel interface providing device,
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wherein the control unit activates the security channel
interface when the user touches the display unit and tilts
the security channel interface providing device more
than a preset threshold.

5. The security channel interface providing device of claim
15

wherein the security channel is an one-time password

(OTP).

6. The security channel interface providing device of claim
15

wherein the control unit provides a password input inter-

face, and

when a password provided to the user through the security

channel is matched with a password input by the user
through the password input interface, a security state set
by the password input interface is reset.

7. The security channel interface providing device of claim
15

wherein when at least one of the sensed sensing values is

not maintained after the security channel is activated, the
control unit resets the security channel to an inactive
state.

8. The security channel interface providing device of claim
15

wherein the control unit provides a password input inter-

face,

when all digits of a password provided to the user through

the security channel and all digits of a password input by
the user through the password input interface are
matched, a security state set by the password input inter-
face is reset, and

a suggested password value corresponding to a digit of the

password to be input is displayed on the security chan-
nel, and the displayed password value is increased or
decreased by the user’s manipulation of the password
input interface until the displayed password value is
matched with the password value at the digit of the
password to be input.

9. The security channel interface providing device of claim
85

wherein when the user selects one of error removal buttons

the number of which is the same with the number of
digits of the password, the password value input opera-
tion is performed at a digit of the password correspond-
ing to the selected error removal button.

10. The security channel interface providing device of
claim 8,

wherein the control unit randomly selects the suggested

password value or selects a password value at a digit
prior to the digit of the password to be input.

11. The security channel interface providing device of
claim 1, when the security channel interface is activated, the
security channel interface displays confidential information
used for a password.

12. The security channel interface providing device of
claim 1,

wherein a physical security maintenance degree of the

security channel interface is adjusted depending on the
motion of the user.

13. A security channel interface providing method using a
security channel interface providing device, the security
channel interface providing method comprising:

from at least two sensors provided in a security channel

interface, receiving sensing values of a motion of a user
generated when a guide for inducing a motion of the user
is provided;
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determining whether or not the at least two sensing values
sensed by the sensors satisfy a security channel interface
activation condition;

activating or inactivating the security channel interface
according to a result of the determination; and

providing a security channel to the user when the security
channel interface is activated, and

displaying a guide and the security channel interface on a
display unit, and

wherein the guide is displayed to guide the user to bring the
edge of'the user’s hand into contact with the display unit
along the guide.

14. The security channel interface providing method of

claim 13,

wherein in the determining whether or not the at least two
sensing values sensed by the sensors satisfy a security
channel interface activation condition,

based on a sensing value received from a first sensor that
detects whether an input means of the user touches the
display unit and a sensing value received from a second
sensor that detects whether the input means of the user
comes in a preset distance from an area where the guide
is provided,

when the user touches the display unit and the input means
ofthe user is in proximity to the preset distance from the
area provided by the guide providing unit, it is deter-
mined that the security channel interface activation con-
dition is satisfied.

15. The security channel interface providing method of

claim 14,

wherein the guide includes a circular guide having a preset
diameter.

16. The security channel interface providing method of

claim 13,

wherein in the determining whether or not the at least two
sensing values sensed by the sensors satisfy a security
channel interface activation condition,

based on a sensing value received from a first sensor that
detects whether an input means of the user touches the
display unit and a sensing value received from a second
sensor that detects whether the user tilts the security
channel interface providing device, when the user
touches the display unit and tilts the security channel
interface providing device more than a preset threshold,
it is determined that the security channel interface acti-
vation condition is satisfied.

17. The security channel interface providing method of

claim 13,

wherein the providing a security channel to the user com-
prises:

(a) displaying a suggested password value corresponding
to a digit of the password to be input on the security
channel interface;

(b) increasing or decreasing the displayed password value
by the user’s manipulation of the password input inter-
face;

(c) repeating the step (b) until the displayed password value
is matched with a password value at the digit of the
password to be input; and

(d) repeating the step (a) to step (c) for all digits of the
password.

18. The security channel interface providing method of

claim 17,

wherein the step (d) further comprises:

when the user selects one of error removal buttons the
number of which is the same with the number of digits of
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the password, performing the step (b) to d) for a digit of
the password corresponding to the selected error

removal button.
19. The security channel interface providing method of

claim 13,
wherein a physical security maintenance degree of the
security channel interface is adjusted depending on the

motion of the user.
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